Netforce Def ender ™

Unified Threat Mangement System
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Less Cost. One Appliance.
More Secure.

Netforce Defender is a highly customizable network gateway
Unified Threat Management solution. The device features the
twelve most used network security tools all in one appliance.
There are no per-user fees, no per module costs, and no confus-
ing licensing model. All of the network security capabilities you
need are included for one simple price.

Netforce Defender includes MainNerve's co-managed security
service. This time and money saving service handles all the
regular maintenance tasks of the Defender devices, such as
updating signature files, handling product and firmware
upgrades, and ensuring that the devices are functioning as
designed. That frees up your resources to focus on the strategic
uses of the technology such as activating additional modules,
applying policies, responding to security events, and performing
forensics. Even then, if you need assistance, MainNerve's
experts are only a phone call away.

Do more with less. The Netforce Defender all-in-one gateway
appliance includes all the network security capabilities your
organization needs to defend against the most common and the
most current attack vectors. Reduce your risk, lower your secu-
rity costs, and improve your security with Netforce Defender.

K ey Benefits

- Strong return on investment
- Simplified management

- Consulting included

- Co-managed

Netforce Def ender ™ Modules

- Anti-Virus

- Anti-Spyware

- Anti-Phishing

- Spam Filtering

- Web Filtering

- Secure Firewall

- Secure Reporting

- Denial of Service (DDoS) Protection
- Intrusion Prevention

- VPN

- Active Directory Integration
- Remote Access Portal

- Policy Enforcer

Hardware

Netforce Defender Enterprise 2500 Series
- 2 Intel Quad-Core Xeon Processors
- 3 TB of data storage
- Dual Gigabit Network Interfaces
- Optional Hardware Failthrough NIC
- Dual Redundant Power Supplies
- Front Panel LCD

Netforce Defender 1500 Series
- Intel Quad-Core Xeon Processor
- 500GB of data storage
- Dual Gigabit Network Interfaces
- Optional Hardware Failthrough NIC
- Front Panel LCD

Software

- Custom Linux 2.6 Kernel

- Web based reporting interface

- Custom packet interrogation engine

- Integration with network monitoring systems
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